Tip Sheet

Navigating mental health apps

In a project funded by ACCAN, researchers at The University of Sydney analysed 61 top-rated mental

health apps available to Australian consumers.

Mental health apps commonly collected consumer data, requested that consumers make in-app
purchases, and made health claims. Although this is normal in the app world, we thought, “How

would this stand up in the real world?”

Mental health apps often promised they could easily and rapidly improve mental health symptoms

Hmm,
just what |
need ‘

HAND
MASSAGE

Destress in just
ten minutes!!!

Free to try! |
. Nothing to lose!

and that they were free to try — sounds like a good deal!

“Free to try, nothing to lose!”

“De-stress and relax in only 10 min!”

Tips

Select apps where you can clearly identify the developer and a means to contact them in the
event of a concern

Research the developer and ensure that their credentials and experience match the service
they are offering

If the developer is not responsible for the app’s content, make sure you can identify who is

Australian Communications Consumer Action Network (ACCAN)
Australia’s peak body representing communications consumers

PO Box 639, Broadway NSW 2007
Tel: (02) 9288 4000 | Fax: (02) 9288 4019 | accan.org.au | via the NRS


http://accan.org.au/grants/completed-grants/1256-mental-health-apps

Welcome!

Before we
proceed,
please sign
here ...

The Australian Government specifies minimum standards for privacy policies for mobile apps. Only
half of sampled apps met any single requirement. It was often hard to find the privacy policy and few

were easy to read.

Tips
e Choose apps that have clear, understandable privacy policies and take accountability for
your privacy and security
e Be aware that some data sharing may be hidden and that the way an app shares your data
could change at any time

Would you

like me to do

your right
hand?

That will
be $1.99.

But, nearly 80% of the sampled apps offered in-app purchases, which meant that consumers could
only access basic content unless they paid extra. This included apps consumers had already paid to
download.



Tips
e Free apps may cost you in other ways: check whether an app offers in-app purchases or
hosts ads

e Monitor your credit cards for auto-renewals if you subscribe to an app, and remember to be

pro-active about cancelling subscriptions you no longer need

Don’t worry ...
I’m just writing down
your mobile number

and contacts list

What are
you doing?

App developers request “permissions” that allow them to interact with your device and personal
data. Among sampled apps, this commonly included access to the internet, the device’s memory,
and your phone number.

Tips
e Beware of apps that request more permissions than are needed for the app’s function
e Consumers can switch the permissions associated with individual apps on and off. Here’s
how:
o Android: https://support.google.com/googleplay/answer/6270602?hl=en
o i0S: https://support.apple.com/en-au/HT203033

The operation of the Australian Communications Consumer Action Network is made possible by
funding provided by the Commonwealth of Australia under section 593 of the Telecommunications
Act 1997. This funding is received from charges on telecommunications carriers.
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For research enquiries contact Dr Quinn Grundy: quinn.grundy@sydney.edu.au
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